
From patient portals to mobile
health apps, patients interface

with digital platforms to manage their
health. Technology policy establishes
the groundwork for equitable access
and privacy. Recent changes to
broadband privacy rules, rollbacks to
the Lifeline program, and proposed
changes to “net neutrality” rules will
halt the progress made in achieving
digital equity. Such support struc-
tures are paramount for all patients,
especially for vulnerable populations
who struggle with access to technol-
ogy and trust in institutional struc-
tures. Without free access and
ensured privacy, health technologies
will fail to reach these populations.
Consequently, the purported benefits
of digital health may paradoxically ex-
acerbate health disparities. Internet
access, privacy, and neutrality are
key policies that significantly influ-
ence patients’ ability to equitably ac-
cess online health tools.

Internet Access
The first step in achieving digital eq-
uity is ensuring Internet access. The
digital divide has long been a barrier
to developing digital health tools. In
2000, only about half of adults in the
United States had access to the In-
ternet. By 2016, 88% of adults had
Internet access.1 Despite these im-
provements, low-income, low-liter-
acy, and rural populations continue to
lag in their Internet use. Given their
higher risk for poor health outcomes,
these populations would benefit
from digital health solutions. For ex-
ample, some of these solutions in-
clude chronic disease
self-management, online disease
specific communities, and access to
health services and information.

Aiming to expand technology ac-
cess, the Lifeline program was es-
tablished under President Reagan to

Low health and digital literacy (the
ability to use digital technologies to
find and share information) compli-
cate the nuances of broadband pri-
vacy. Vulnerable populations have
opposing perspectives of overconfi-
dence and skepticism about their pri-
vacy. While some patients cite
surveillance concerns as a barrier,
others do not consider this when en-
gaging with digital health tools.2 One
patient may be hesitant to use a
health app or website fearing govern-
ment surveillance. Another patient
may freely offer personal information,
unaware of how their information is
shared with other parties (e.g., ISPs).
A patient-centric broadband privacy
policy is critical to bridging these pri-
vacy perspectives and protecting vul-
nerable patients. This does not exist
in the current political climate.

Although broadband privacy has
declined, digital solutions continue to
play a larger role in healthcare, creat-
ing a diverging path where vulnerable
populations may be left unprotected.
In other words, with nearly 259,000
health apps and digital health invest-
ments reaching $4.2 billion, technol-
ogy’s role in healthcare continues to
grow.3 However, the passage of SJR
34 puts health, a field markedly con-
cerned with privacy, essentially at
odds with the Internet, one of its
most important platforms.

Furthermore, healthcare providers
may be placed in difficult situations
as they endorse digital health solu-
tions to patients who may not want
or be able to safely navigate the digi-
tal health space. Patients with low
health literacy tend to lack trust in
the media, government, and technol-
ogy companies. Given current broad-
band privacy rules, this is not
unfounded. In contrast, they place
great trust in their healthcare

provide subsidized phone service to
low-income populations. Prior to the
current administration, the Federal
Communications Commission (FCC)
had planned to extend the program
to include subsidies for broadband
access. However, Ajit Pai, the new
head of FCC, limited these efforts by
removing several Internet providers
from the program. He cited legal limi-
tations and fraud as reasons behind
this change. Nevertheless, Pai has
stated that narrowing the digital di-
vide is one of his priorities. He has
presented policy proposals to extend
broadband and mobile Internet ac-
cess, but these have yet to be real-
ized. Without policy focused on
addressing existing divides, in-
equities will persist and health dispar-
ities will extend to digital health.

Internet Privacy
In December 2016, the FCC intro-
duced “Protecting the Privacy of
Customers of Broadband and Other
Telecommunications Services” that
sought to adopt the privacy protec-
tion measures of the Communica-
tions Act of 1934 and apply them to
broadband communications. Initially
due to take effect in January 2017,
these measures provided a privacy
framework protecting consumer
rights related to transparency, choice,
and security while accessing the In-
ternet via Internet service providers
(ISPs). ISPs serve as the “on-ramp”
to the Internet. However, in April
2017, President Trump signed into
law Senate Joint Resolution (SJR)
34, which nullified these provisions.
Now, consumers are left with less
privacy protection and ISPs are al-
lowed broader control over their cus-
tomers’ data. The current policy
climate puts consumers at risk, ex-
posing broad swaths of financial and
health data.
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providers. Since healthcare providers
are key stakeholders in promoting
digital solutions, it is essential to edu-
cate them about the risks for their
patients when they prescribe digital
health tools.

Internet Neutrality
Net neutrality allows the Internet to
be an equitable platform. It main-
tains that ISPs should treat the
transfer of all data equally. ISPs can-
not: (1) block content or data based
on the user, source, or type of data,
or (2) create paid prioritization or
“fast” lanes on the Internet. In
2015, the FCC adopted Title II of
Communications Act of 1934 to
place broadband and mobile Internet
in the same regulatory category as
public utilities, thus preventing dis-
criminatory practices. This commit-
ment to digital equity designated the
Internet as a necessity rather than a
commodity. However, on May 18,
2017, the FCC voted on the pro-
posal “Restoring Internet Freedom,”
taking its first steps towards revers-
ing these regulations. Without net
neutrality, ISPs could block content
or give preference to entities willing
to pay for fast lanes. Essentially, it
could allow ISPs to control what pa-
tients see on the Internet and how
fast they see it, creating a biased
online environment.

For low-income Internet users,
reversing net neutrality means that
the freedom offered by the Internet
would be lost. The Internet experi-
ence would vary from ISP to ISP, de-
pending on which content is
prioritized. ISPs could charge con-
sumers premiums for an Internet
connection with less throttling
(slowing of Internet service) or
blocking. Internet service could be-
come similar to cable access where
different packages with different
content create a different experi-
ence. Without net neutrality, low-in-

Along with the recent reversal of
broadband privacy rules, which gives
ISPs control over consumer data,
ISPs are becoming the self-serving
gatekeepers of the Internet.

To be an active citizen, Internet
access is indispensable. To be a digi-
tally engaged patient, Internet ac-
cess, privacy, and net neutrality are
all essential. The Internet is a plat-
form for civic engagement, educa-
tion, economic advancement, and
healthcare. We cannot allow it to be-
come yet another place where the
vulnerable are left behind. For tech-
nology to be the driver of health eq-
uity, the technology must itself be
accessible for all.
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come patients could experience a
limited digital interface. Their ability
to use the Internet to access health
information, patient portals, and mo-
bile apps would be dictated by ISPs.

For a system that is increasingly
asking its patients to go online for
their healthcare, this presents several
challenges. Meaningful Use policies
require healthcare centers to provide
patients access to their data through
patient portals. However, patient por-
tal uptake has been particularly low
among vulnerable populations.4 Pa-
tients already identify Internet access
and technical skills as prohibitive.
Placing further barriers on their Inter-
net access and experience exacer-
bates existing digital disparities.

The rise of mobile first Internet
users, or those who rely on their
mobile phones for Internet access,
has narrowed the digital divide. Mo-
bile phones are also platforms for
mobile health apps. However, with
23% of smartphone owners cancel-
ing their service due to cost, paid
prioritization could lead to further fi-
nancial burdens on patients.5 How
are we to see the beneficial impacts
of digital health if the platform itself
is inequitable?

Net neutrality regulations provide
not only a safety net for patients,
but also can foster health innova-
tions. As burgeoning technologies
like telehealth, virtual reality, artificial
intelligence, and machine learning
begin to play a role in healthcare, in-
equitable policies may cause new
developments to stagnate.

Opponents of net neutrality
argue that it places excessive regula-
tions on ISPs. These regulations limit
market competition, ultimately hurt-
ing consumers. With the income ac-
crued through paid prioritization,
ISPs could reinvest in extending In-
ternet infrastructure. However, this
argument assumes ISPs will have
consumers’ best interest in mind.
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